














































































































check whether they are terrorists.” The Commission specifically urged the federal

government to “set standards for the issuance of sources of identification, such as
driver’s licenses.” Congress responded to this key recommendation by passing the
REAL ID Act of 2005.

REAL ID requires states to verify a driver’s license applicant’s source identity
documents, such as a birth certificate, along with the applicant’s date of birth,
Social Security Number, residence and lawful status. An electronic verification hub
operated by a coalition of states and the American Association of Motor Vehicle
Administrators will facilitate the state-to-state exchange of information. This will
allow state DMVs to check for duplicate registrations in multiple states, therefore
limiting the ability for persons to obtain multiple licenses for fraudulent purposes,
or for terrorism. The 9/11 terrorists had duplicate licenses from Florida, Virginia,
and Maryland, and that vulnerability will remain until the REAL ID hub is in place.

While DHS has pledged to fund the development and deployment of the hub,
states will continue to manage and operate their own state record systems for
driver’s license and ID card issuance.

Once the federal infrastructure has been completed, PennDOT can confirm that
the driver’s license issued in another state is being presented by an applicant for a
Pennsylvania license was validly issued to that same person. In other words, a
clerk at the Pennsylvania DMV can quickly validate that the person standing in
front of the counter is the same person to which the New York license was issued.
In the worst cases, the clerk can determine that the person standing at the
counter is an identity thief. The clerk can take steps to insure that the identity
thief does not perpetrate fraud on Penn DOT.

It doesn’t matter whether the fraud is undertaken by terrorists, by identity
thieves or by illegal aliens. The threat and risk to the safety of Americans posed
by the current fragmented situation needs to be corrected. REAL ID compliant
drivers’ licenses are a key public safety component for airport inspections. The
infrastructure and data protection criteria of the federal driver’s license
regulations will require the states to close security loopholes that today facilitate
criminals and illegal immigrants.



Why should Pennsylvania comply with REAL ID regulations?

Pennsylvania needs to strengthen its controls so that a validly issued license
provides reasonable certainty that it carries the actual identity of the person
carrying it. While Penn DOT has been a leader in many security features, the
major weaknesses today include:

1) Insufficient training for processing clerks regarding counterfeit and

2)

3)

4)

fraudulent documents combined with an absence of third party validation
of documents. Research data shows that fraudulent drivers’ licenses are a
factor in more than one in three federal investigations of identity theft and
fraud. This vulnerability is the means by which the cocaine distribution
gang members indicted by Pennsylvania’s Attorney General were able to
obtain valid drivers’ licenses through the use of stolen identities.

Undue reliance on source identity documents such as birth certificates and
utility bills that can be easily forged or counterfeited, combined with an
unwillingness or inability of most states to stop issuing licenses to people
with duplicate Social Security Numbers. In a recent internal review by an
office of the federal Department of Transportation, only Ohio and Hawaii
driver’s license records were found to be free of duplicate SSNs. That
means that in nearly all states driver’s licenses have been issued —and
those licenses remain effective — to identity thieves.

Insufficient physical security features embedded in the card to prevent
counterfeiting. This vulnerability makes it difficult for law enforcement to
visually differentiate between real and fake drivers’ licenses, and a
consequent high level of safety risk for the police, as well as the public.
Likewise, only a handful of states have purchased card authentication
machines which can quickly spot fake or altered identity documents, and
Penn DOT is not among them.

Almost no background investigations of DMV employees. Failing to check
out key employees creates an environment where there is no barrier to
collusion between criminals and state employees. While most DMV
employees are honest, there are always a few bad apples, and crooks
looking for inside contacts to facilitate fraud will find those dishonest DMV
employees.



Cooperation between the states and the federal government regarding driver’s
licenses is not new. For many years, the states have worked together to police
commercial drivers’ licenses to prevent bad drivers and criminals from exploiting
interstate opportunities through the Commercial Driver’s License Information
System, known by its acronym CDLIS. Operating for nearly 20 years, CDLIS has
never once experienced a data loss or had its security compromised. A large part
of that security success lies in the design of CDLIS, which is a pointer system that
substantially confirms data, and severely limits query capability.

CDLIS is an excellent example of how all the states can work together to
protect the public safety. Law enforcement officers have a high degree of
certainty that when a person presents a commercial driver’s license as proof of
identity, that person is exactly who he or she claims to be.

Most of us are familiar with the Flight 93 National Memorial in Stonycreek
Township, Somerset County, Pennsylvania. We should not forget the example set
by the heroes of Flight 93. Foreign terrorists will strike again if we do not maintain
our vigilance and forcefully oppose them. In the case of the 9/11 terrorists,
several had overstayed their visa terms, but were still able to obtain drivers’
licenses. Because of this current loophole exploited by the 9/11 terrorists that the
REAL ID act regulations stipulate that states must require proof of lawful
presence.

The United States is a signatory to the 1949 Geneva Convention on Road

Traffic, under which the citizens of more than a hundred countries can drive in
the United States for a year using the driver’s license of their native country. The
United States is also a signatory to the Inter-American Convention on the
Regulation of Inter-American Automotive Traffic, which allows driver’s license
holders from Mexico and 8 other Latin American countries to freely drive about
the United States without obtaining a license from one of our own states for up to
a year. Together, these agreements eliminate the need for a state to issue a
driver’s license to a short term foreign visitor. We at CSDL urge states to restrict
driver’s license terms to the term on the visa, and to refuse driver’s license
applicants who are foreign visitors without valid visas.



Weak driver’s license procedures were a contributing factor to the terrorist
attacks of September 11w, 2001.

Weak procedures for document verification and indifference to requiring proof of
lawful presence encourage illegal visa overstay and facilitate employer violation
of the labor laws that protect American workers.

Criminals will continue to attack any vulnerability in state identity document
processes, and existing loose practices contribute to identity theft and multiple
forms of fraud.

Pennsylvania needs to maintain a disciplined approach, working with federal
government to provide reliable identity documents to our lawful citizens and legal
immigrants.

Until REAL ID is fully implemented in all states and jurisdictions, the United States
will remain at substantial risk from foreign and domestic terrorists, from
unfriendly foreign governments, and from both organized crime and the identity
thief next door. Pennsylvania should continue to be a leader in Homeland
Security, and encourage those states with weaker driver’s license regimes to fully
comply with PL109-13.

Thank you, Chairman Wonderling, for this opportunity to testify.
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Good morning, Chairman Wonderling and members of the committee. My
name is Andy Hoover. | am a Community Organizer and Legislative Assistant
with the American Civil Liberties Union of Pennsylvania. Thank you for the
opportunity to testify today about the federal Real ID Act. | am here today on
behalf of the 19,000 members of the ACLU of Pennsylvania. Founded in 1920,
the ACLU is one of America’s oldest civil rights organizations. Today our
nationwide membership is approximately half a million people. Our membership
has doubled in Pennsylvania and around the country since 2001.

The Real ID Act is an unprecedented invasion of the privacy of all
Americans and provides numerous constitutional entanglements. The ACLU
vigorously opposed the legislation when it was proposed and continues to oppose
it as the states decide whether or not to implement it. It is our position that the
states should opt-out of participating in Real ID and that Congress should repeal
it. Pennsylvania has the opportunity to opt-out of participation in the program by

passing Senate Bill 1220. The ACLU of Pennsylvania supports this bill.
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The Real ID Act essentially turns our state drivers’ licenses into a national
identification card. Our licenses will still have the seal and name of the
Commonwealth of Pennsylvania, but Real ID’s federal mandate disempowers the
states from controlling their own departments of motor vehicles. By mandating
the linking of the states’ DMV databases to each other, Real ID creates a new
nationwide database with an unprecedented quantity of information available in
one place.

Proponents of Real ID claim that since the states will continue to maintain
their own databases, that there will not be a single, interlinked database of driver
information. But this reflects a misunderstanding of how databases work. A
group of separate databases that are linked to one another by a query system is
exactly the same as one giant database. Think of how Google works: Google
queries multiple servers for bits of information and returns them to a central site.
It does not maintain its own server with all the information available on the internet
— it does not need to. The Real ID database would work the same way, allowing
a DMV employee, federal official, or identity thief to pull up information on a
Pennsylvania driver in Alabama, California or New York, even though that
information is technically housed in Pennsylvania. 50 interlinked databases are
functionally equivalent to one giant database.

The information that will be stored in this database also raises alarms
about the invasion of privacy brought on by Real ID. The law requires verification

of identification through numerous means, including a birth certificate, Social
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Security card, a utility bill, and another form of photo identification. In addition,
DMVs must store that information on site. This makes the entire nation’s license
holders vulnerable to identity theft.

Security experts do not believe that Real ID will make our licenses more
secure and fraud less likely. Privacy Rights Clearinghouse, the nation’s leading
group on identity theft, said in a February 2007 statement ' that Real ID will not
only make current methods of identity theft easier for criminals, but “will also
create new opportunities for ID thieves to commit their crime.” Renowned
cryptographer and security expert Bruce Schneier has said “...There are security
benefits in having a variety of different ID documents. A single national ID is an
exceedingly valuable document, and accordingly there's greater incentive to forge
it... when someone asks me to rate the security of a national ID card on a scale of
one to 10, | can't give an answer. It doesn't even belong on a scale." The
Department of Homeland Security’s (DHS) own Data Privacy and Integrity
Committee refused to endorse the Department’s regulations for implementation
on the Real ID Act.

The information contained on the license itself will also be vulnerable to
attack. Under Real ID, our licenses will contain a machine readable zone.
Despite input from many organizations, DHS did not require in its final regulations

released earlier this year that the information on the machine readable zone be

! Givens, B. (2007) Real ID Act will increase exposure to ID theft. Retrieved May 19, 2008, from
http://www.privacyrights.org/ar/real_id_act.htm.
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encrypted. This means that the information on the license can be exploited for a
variety of purposes, and there is legitimate concern that the private sector will
create a parallel database for commercial use by accessing the data on Real ID-
compliant licenses.

In fact, we know that private businesses like bars and clubs already
capture customers’ personal information from their licenses. Last year The Patriot
News of Harrisburg published a cover story on this issue.? The article described
how a company that owns 12 bars and clubs in the midstate accesses and
exploits customer data. With the purchase of a simple scanner, the company
obtains all the information currently on the licenses of its customers. In the article,
the bar owner said, “For us, it is key. You capture names in a database for direct
mailing... It's amazing, the amount of information. We can break it down a million
different ways.” One can only imagine how private businesses will further exploit
the data available to them under Real ID. In a follow up editorial published on
February 28, 2007, The Patriot News responded, “Permitting anyone outside the
law enforcement system to collect and parse this data raises significant privacy
concerns. Beyond its use strictly for identification purposes, the law should
prohibit anyone from storing the information on the magnetic strip for any

reason.” Under Real ID, there is nothing to prevent this kind of exploitation.

? Courogen, C. (2007) What does your bar owner know about you? The Patriot News, February 24, 2007.
3 The Patriot News. (2007) Tavern patrons have a right to be told their personal data are being used for
owner’s profit. The Patriot News, February 28, 2007.
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Real ID raises numerous constitutional concerns. For example, the photo
requirement puts people of numerous faiths in an awkward position. People of
the Amish faith who object to having their picture taken and Sikhs and Muslim
women who wear head coverings will be forced to make the unenviable decision
between upholding their religious tenets or obtaining a Real ID-compliant card in
order to access federal buildings and participate in other federal business. At risk
in this choice are basic rights to freedom of religious expression and the right to
due process and equal protection. In its final regulations, DHS ignored this
problem.

And for the privilege of having our privacy invaded and our constitutional
rights violated by the federal government, Pennsylvanians will be forced to spend
potentially hundreds of millions of dollars on this real nightmare of a program. At
one point, DHS had estimated that Real ID would cost a total of $23 billion. Upon
the release of the final regulations in January, however, DHS claimed the program
would cost $9.9 billion, but this estimate is problematic. It assumes that 25
percent of eligible persons will opt not to get a license. In addition, the final price
tag from DHS ignores additional costs such as the nationwide database, license
renewals, and the document verification system required by Real ID. The DHS
estimate also expects $3.9 billion to be paid by the states and $5.8 billion to come
from “individuals.” This means that taxpayers of Pennsylvania will get two bills for

Real ID, one in the form of their state tax bill as the state budget pays for
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additional costs and the other in the form of an increase in the cost of getting and
renewing their driver's licenses.

Proponents of Real ID will claim the problems cited above are worth the
benefits, particularly increased security. However, in DHS's current scheme, Real
ID will not be fully implemented until 2017. Ironically, we could be well on our way
toward a licensing system that balances both security and privacy were it not for
the Real ID Act. The Intelligence Reform and Terrorism Prevention Act of 2004
created a negotiated rulemaking process on drivers’ licenses. This process would
have allowed the federal government, the states, and the public the opportunity to
have greater input into creating a new standard for licensing — and was well on its
way to accomplishing this important goal. Unfortunately, six months after its
passage, this process was scrapped in favor of Real ID.

The states have rebelled against Real ID. On June 11, Arizona became
the 10™ state to choose not to participate in the implementation of this unfunded
federal mandate, joining states as diverse as Maine, South Carolina, Montana,
Georgia, ldaho, Washington, Oklahoma, Alaska, and New Hampshire. The
Arizona law states, “This state shall not participate in the implementation of the
Real ID act of 2005.” It passed the Arizona House by a vote of 51-1 and the
Senate by a vote of 21-7. Arizona’s decision to opt-out of Real ID was truly a
bipartisan effort. The state legislature is controlled by the Republicans, and the

governor is a Democrat.
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Governors from across the country have criticized Real ID vocally. Gov.
Mark Sanford, Republican of South Carolina, sent a letter to his fellow governors
and all members of Congress last month, calling Real ID “the worst piece of
legislation | have seen during the 15 years | have been engaged in the political
process,™ and urging its repeal. When asked whether Montana would participate
in Real ID, Governor Brian Schweitzer, Democrat of Montana, exclaimed “No.
Nope. No Way. Hell No."

The ACLU believes that Senate Bill 1220 is the strongest of the bills that
have been introduced in the General Assembly on this issue, and we commend
Senator Folmer for his leadership. SB 1220 states, “Neither the Governor nor the
Department of Transportation or any other Commonwealth agency shall
participate in the compliance of any provision of the REAL ID Act of 2005.” This
clause emphatically slams the door shut on Real ID.

Recent actions by DHS indicate that such a strong statement is necessary.
Earlier this year, three opt-out states- South Carolina, Maine, and Montana- chose
not to seek an extension of the deadline for complying with Real ID, which was
originally scheduled for May. When these three states took no action, DHS
granted them an extension, anyway. This clause in SB 1220 leaves the federal

government with no wiggle room and no ability to back Pennsylvania into Real ID.

* Gov. Mark Sanford to Members of Congress, April 3, 2008.
5 Associated Press, “Gov. signs law rejecting Real ID act,” Billings Gazette, April 17, 2007.
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As you consider SB 1220, the federal government will probably threaten us
by stating that if Pennsylvania chooses not to participate in Real ID, our residents
will not be able to board airplanes, enter a federal building, or conduct other
federal business without a passport. The federal buildings in Pennsylvania host a
variety of government agencies, including the offices of our U.S. Senators, federal
courtrooms, and the FBI. According to the Federal Aviation Administration,
Philadelphia International Airport was the 10™ busiest airport in the country in
2007. Pittsburgh International was the 40" busiest.®° The busiest airport is in
Atlanta, Georgia, which is also an opt-out state. Phoenix International is the g
busiest airport. Meanwhile, four of every five Americans do not have a passport.”
If Pennsylvania chooses not to participate in Real ID and the federal government
follows through with its threat, it would cripple airport business in the
Commonwealth and almost completely shut down federal business, along with the
other opt-out states.

It is hard to imagine that the federal government would allow such a
scenario to come to pass. The fact is that the federal government does not have
the leverage. The states have the leverage. You have the power to tell the

federal government no, nope, no way, hell no on Real ID.

® FAA. (2007) Top 50 Busiest U.S. Airports for 2007- All Airports. Retrieved June 20, 2008, from

hup.//www.faa.gov/news/updates/busiest_airports/.
7 Granitsas, A. (2005) Americans are Tuning Out the World. Yale Global, November 24, 2005. Retrieved

June 20, 2008, from http://yaleglobal.yale.edu/display.article?id=6553.
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Ten states have already rejected Real ID. Advocates from across the
political spectrum and elected officials from both major parties oppose it. The fact
is that Real ID is on its death bed. You have a chance to bury it. We hope you
choose to support SB 1220.

Thank you, Chairman Wonderling, for the opportunity to testify this

morning. | am willing to take questions at this time.



